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Facebook’s announcement last February that 
it had agreed to purchase WhatsApp in a trans-
action valued at $19 billion made headlines for 
all the expected financial reasons: it was by far 
Facebook’s largest acquisition to date; it was 
the second-largest technology, media and tele-
communications deal announced in the first 
quarter of 2014 (surpassed only by Comcast’s 
proposed $45 billion acquisition of Time War-
ner Cable); and the purchase price amounted 
to $344 million per WhatsApp employee. 

But the deal also was noteworthy for the 
privacy issues it raised. European data protec-
tion authorities instantly voiced concerns that 
any use by Facebook of WhatsApp’s user data 
would violate numerous data protection and 
privacy laws. The consumer protection and 
privacy watchdog groups, The Electronic Pri-
vacy Information Center (EPIC) and The Cen-
ter for Digital Democracy (CDD), filed a joint 

complaint with the Federal Trade Commis-
sion (FTC) alleging that Facebook “routinely 
makes use of user information for advertising 
purposes and has made clear that it intends to 
incorporate the data of WhatsApp users in the 
user profiling business model,” a practice they 
claimed would violate WhatsApp’s representa-
tions to users that it would not use their data for 
advertising revenue.

In April, the FTC sent a letter to both Face-
book and WhatsApp echoing EPIC’s and 
CDD’s concerns and cautioning that the failure 
to honor WhatsApp’s promises to consumers 
about the use of user data would constitute a 
deceptive practice under the FTC Act.

Facebook presumably understood these le-
gal risks and the potential for negative publicity 
when it was negotiating the acquisition docu-
ments, as Facebook itself is subject to a 2012 
FTC order obligating the company to maintain 
a comprehensive privacy program and conduct 
a biennial privacy audit. However, potential ac-
quirors with more limited experience handling 
issues concerning the Internet and user data 
might not be aware of the relevant sensitivities. 
This article discusses due diligence analysis and 
purchase agreement provisions that can help 
protect an M&A purchaser (Buyer) from the 
legal risks associated with a target company’s 
(Company) failure to comply with data privacy 
laws and regulations.
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Privacy Laws and Regulations
Specific representations and warranties regarding 

privacy issues frequently are absent from purchase and 
merger agreements, especially where Company and 
Buyer are not consumer retailers, e-commerce busi-
nesses, or in heavily regulated industries (e.g., banking/
financial services, healthcare). However, if Company 
conducts even a minimal amount of business with cus-
tomers online, it may be subject to data privacy laws 
and regulations applicable to companies that collect 
“personal information” or “personally-identifiable in-
formation”—data about an identified or identifiable in-
dividual, such as name, Social Security number, driver’s 
license number, bank account number, credit or debit 
card number, street address, telephone number, e-mail 
address and user name.

Whether they know it or not, companies have to 
comply (and Buyers should confirm that Companies 
comply) with a multitude of data-related laws and reg-
ulations. In addition to the FTC Act discussed above, 
there is the Gramm-Leach-Bliley Act (applicable to 
certain financial institutions and personal financial 
data), Health Insurance Portability and Account-
ability Act (applicable to certain health information), 
and Children’s Online Privacy Protection Act (appli-
cable to the collection of information from children 
online), as well as a host of other laws applicable to 
education privacy, marketing privacy, and workplace 
privacy. 

Additionally, many states have implemented “baby 
FTC Acts” outlawing unfair and deceptive practices, 
and several states (notably California and Massachu-
setts) have enacted statutes specifically addressing 
the protection of their residents’ personal informa-
tion. Nearly every state has enacted notification laws 
regarding personal information security breaches. 
There also are self-regulatory regimes, such as the 
Payment Card Industry Data Security Standard (PCI 
DSS), which regulates the collection, processing, 
and protection of credit card information. Finally, 
of increasing importance to U.S. companies as they 
consider cross-border M&A transactions is the EU 
Data Protection Directive, which strictly regulates 
and restricts the transfer of personal information 
of EU citizens to locations outside of the European 
Union. 

The Scope of Due Diligence
The first step during privacy-related due diligence is 

to determine the extent to which Company collects in-
formation from customers and clients1, and the nature 
of any such information. This typically is done through 
discussions with Company’s personnel and the review 
of privacy policies and other relevant documents. Next, 
Buyer should seek to understand the manner in which 
Company uses and protects that information and wheth-
er Company shares that information with third parties. 
After this initial review is completed, Buyer and M&A 
counsel may consider engaging local counsel if Com-
pany’s business or the proposed transaction involves the 
collection or transfer of information across borders.

Once Buyer is familiar with Company’s internal data 
collection and use policies, it should closely review 
Company’s customer-facing privacy policies (e.g., on its 
website). A website privacy policy frequently includes 
statements by Company regarding how it will (or will 
not) use and share customer information. Such a provi-
sion was the focus of intense FTC scrutiny in Borders 
Group’s recent bankruptcy proceedings, during which 
Barnes & Noble agreed to acquire Borders’ customer 
list. However, Borders previously had promised not to 
share customer information with third parties without 
each customer’s express consent. To satisfy privacy con-
cerns expressed by the FTC and others, Barnes & Noble 
and Borders advertised in major newspapers and sent 
emails to customers to advise them of their ability to opt 
out of any information transfer. Accordingly, it is cru-
cial that counsel determine whether consummation of 
a proposed M&A transaction will violate, or trigger any 
obligations or restrictions under, Company’s customer-
facing data policies. 

Buyer also should determine whether Company has im-
plemented internal written information security policies 
(WISPs). These policies are legally mandated in certain 
circumstances in some states (e.g., Massachusetts) and 
widely are considered to be a best practice for companies 
that collect, use, and transfer personal information. Fail-
ure to have or comply with a WISP, where required by 
law, could expose Company (and potentially Buyer) to 
civil fines, private lawsuits and injunctions. Therefore, if 
Company does not have a WISP, Buyer should consider 
whether it should request or require Company to imple-
ment one prior to closing the proposed transaction. 
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Buyer’s diligence also should include a review of any 
information security and PCI DSS audits, and Compa-
ny should prepare for and conduct such audits well in 
advance of any potential M&A transaction. In addition 
to allowing Company an opportunity to address any se-
curity vulnerabilities or deficiencies on its own terms, 
routine information security audits may demonstrate to 
potential acquirors Company’s diligence in complying 
with its information security obligations. In instances 
where personal information is key to Company’s busi-
ness or the value of the transaction, Buyer might con-
sider engaging its own auditors to confirm Company’s 
compliance with security standards.

Finally, Company should disclose to Buyer any com-
plaints, notices, or investigations regarding data privacy 
and security that Company may have received from cus-
tomers or regulatory authorities. Buyer should confirm 
the extent of any potential liability and, if material, con-
sider negotiating a special indemnity or purchase price 
adjustment.

Sample Representations and Warranties
Failure to comply with data privacy laws and regu-

lations can lead to significant financial liability. For 
example, Google agreed to pay $22.5 million in 2012 
for its alleged failure to comply with an FTC settle-
ment regarding the placement of cookies in Apple’s 
Safari browser. Due diligence inherently is an imper-
fect process, so negotiating appropriate representa-
tions and warranties is key to protecting Buyer and 
appropriately allocating risk between Buyer and 
Company. 

Below are sample Buyer-friendly definitions and 
representations for M&A purchase and merger agree-
ments, taken from publicly-disclosed transaction 
documents. Note in particular the focus on Compa-
ny’s compliance with laws, regulations, policies, and 
procedures, both those promulgated by governmen-
tal authorities as well as by Company itself. Because 
Company may not be aware of all laws applicable to 
its operations, Company’s counsel will likely seek to 
limit Company’s potential liability by adding knowl-
edge or materiality qualifiers. As with most purchase 
and merger agreement negotiations, the resolution of 
such concerns will depend on each party’s leverage 
and appetite for risk.

• “Company IT Assets” means the Company Web-
sites and all other software, systems, servers, com-
puters, hardware, firmware, middleware, networks, 
data communications lines, routers, hubs, switches 
and all other information technology equipment, 
and all associated documentation, used or held for 
use in the operation of the Company Business.

• “Company Websites” means all Internet or in-
tranet websites owned and/or operated by or for 
the Company.

• Privacy Matters. The operation of the Company 
IT Assets by or on behalf of the Company, and the 
use, collection, storage and dissemination of per-
sonally identifiable information, customer and user 
data, and other data and content (“Data”) in connec-
tion therewith or otherwise in connection with the 
Company Business, have not violated, and do not 
violate, any applicable Laws or any Person’s privacy, 
publicity or confidentiality rights (collectively, “Pri-
vacy Laws”). The Company has (i) posted a privacy 
policy, or a link thereto, governing and disclaiming 
liability for its use of Data (“Privacy Policy”) in a clear 
and conspicuous location on all user-facing pages 
on the Company Websites, and (ii) complied at all 
times with the Privacy Policy and all other rules, poli-
cies and procedures the Company has established 
concerning Data (all of the foregoing, the “Privacy 
Rules”). There is no action or claim pending, assert-
ed or threatened by or against the Company alleging 
any violation of any Privacy Laws or Privacy Rules. 
Neither the consummation of the Transactions nor 
the negotiation, execution, delivery or performance 
of the Transaction Documents will cause a violation 
of, or require the consent, waiver or authorization 
of or declaration, filing or notification to any Person 
under, any Privacy Laws or Privacy Rules. The Com-
pany has at all times taken reasonable measures con-
sistent with industry best practices to ensure that all 
Data collected or accessed in the operation of the 
Company Business is protected against unauthor-
ized access, use, modification, disclosure or other 
loss, and no such loss has occurred. The Company 
has not collected or permitted any other Person to 
collect credit card information from any customer 
or user of any Company Website.
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• The Privacy Policy discloses, and at all times has 
disclosed, to customers and users: (i) the corporate 
entity that is operating, and the nature of all Data 
collected on or in connection with, the applicable 
Company Website; (ii) the methods used to collect 
Data (including the use of cookies and other meth-
ods of Data collection that are not readily evident 
to customers and users); (iii) the circumstances 
under which, and Persons to whom, Data may be 
disclosed; and (iv) the means pursuant to which 
customers and users can opt-out of receiving future 
communications.

• On each Company Website, the Company has post-
ed conspicuously on each web page on which Data 
is collected a notice to customers and users that 
(i) the Company Websites are operated by and the 
responsibility of the Company, and (ii) Data is col-
lected and used in accordance with the Privacy Laws 
and Privacy Rules.

NOTES

1. We note that the proper handling of employee data also is a 

critical diligence point but is beyond the scope of this article.
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